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Policy Statement

It is the policy of Texas Tech University Health Sciences Center El Paso (TTUHSC El Paso) to
ensure the confidentiality of protected health information (PHI) released by email. This policy
defines the minimum guidelines and procedures individuals must follow when transmitting
patient information via email. Unless otherwise allowed by federal or state law, TTUHSC El
Paso shall only email PHI as outlined in this policy.

Scope
This policy applies to all PHI maintained by TTUHSC EIl Paso.

Policy
PHI is allowed in internal messages without encryption, i.e., the email must go to another

ttuhsc.edu email address.

Transmission of PHI to external parties, i.e., any email address other than ttuhsc.edu or
ttu.edu, must be manually encrypted. This includes emails to patients, providers, hospitals,
payors, etc.

How to manually encrypt email: Type [send secure] or [ss] in the subject line right before the
subject of the email, as shown below.

& o

Boc...
Subject: [ss] results on patient
S I A R A = A

Transmission of PHI through EMR: The user may send secure messages via AthenaFlow
EMR, which is the preferred method for sending PHI. The steps are outlined below.

1. Within the patient chart, select the Update button on the patient chart

2. Find and select “Secure Message to Patient” as an encounter
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Update Chart

Encounter Type:

Document Tppe: Patient Portal Message

& Message to Patient]

i

x

Confidentiality Type: | Mormal

essage to Patient

> ‘

SM-Lab Results To Patient
Social Worker Assessment
Social Worker Blank Note

Cliic.al [ ate: Clinial Time: | %07:40PH

Surgery Dragon Form Visit Frovider: | Jimenez EMR, Arture

| i

Surgery Office Visit

;[ IM-MC
Surgery Orders Only Location of Care: |

- ‘

Surgery Pedi NPVIEST Visit

! it Yisit D |
Surgery Pedi POST-0P Visit

]

Surgery Pre-visit planning Surmmary: | Secure Message to Patisnt

Surgery Telemedicine

Surgery Verification Insurance
CIAWEM Rane Nenaie &7

] Encounter is a Transition

of Care

Cancel

3. The SM Advanced form generates — each section is identified with a corresponding

letter.

| Portal - 5M Advanced: MONICA TEST

Main | HNotes |I.!essnge|

a

Patient Portal - Send Message Form  Porial Access : Active ( 03/09/2026 08:18 AM )

The provider/staff would
complete the form as
follows:

a) Recipient. The clinical

{Patient Login| Full Login

Default Templates | | Private Templates
b 1 Recipient: Patient
Reply Message | | Reply Other Messages |

team selects the patient
as the recipient.

b) Subject and body of the

| Lookup Ref Provider

| Subject: ™ message.
Message:
¢) Attachments that may
be added to the
message.
L - Documents
[T Send C-CDA ™ Include Patient Profile

Request Read Receipt

P tu& ocuments ]

Override "Restri e
TOCs Orders |— PM Document: ]

[ Include Chart Summary

Orders

Documents:

@

=

Chart Note & Attachments
Chart Note (only)
¢ Attachments (only)

(" Chart Note (when no attachments) & Attachments
TOC:

@

£

XML & HTML XML only
Orders:

PM Docs:

External Attachments

| sendmessage | |

Send Status:

Prev Form (Ctri+PgUp]) | | Next Form (Ctri+PgDn)

@ POF
" RTF

[oe ]
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To attach clinical documents to the message, choose the Select EMR Documents button.

| | TOCs | | Orders | | PM Documents
@ Chart Note & Attachments @ PDF
" Chart Note (only) ™ RTF
T Attachments (only)
" Chart Note (when no attachments) & Attachments

Based on the Document ID in EMR, select the corresponding Document ID from the Patient
Attachments box. Then click “Select and Close.”

HndPL | Protocols  Lraph  Handouts

Summary History Probiems Wedications. AertsiFiags Flowsneet

Document View: All

=1 ~ a Date
(2= i cavzms 2PN PP o Patient Astachiments = *
(-1 Proceduresimaging 2 0 03082026 301 P I &

[51-E Provider View

-
[

-3 Psychiatry v - Document Type Cocument Location Dcument S Document Confidentialty Type
DocD: 55 Propertes: Office Viait at TM-FM on 03062025 Z:44 PM by Arturo Simenez EMRPROD | = SELECT ALL - w| |=~SELECTALL- | |=SELECT ALL~ v |- SELECT ALL - v
[] Stosm Dicurmarts w/ External itncheserts Date Fange: |[] 212200 | -
NEGAN TEST [ EZ4NZ-2626001 )

Ordered Exam(s) Selact N || Coor N
OCT Imaging Device [] 7] PP Tast Scbyect i gosa hére ané | 0201,2024 1203 PM. Cort Type - Nemal, SIGNED )™ -
Fundus [OP-CPT-92250] 0 P, Cond Tygs | Noral

=B

] 7§ : Prne | 027227024 1

] 7 PP Tt Scbymct st o s o | 01/22/2024 11:01 AM. Cord Tyrow : Peoemal, SIGHED )
Current Problems: ] 7§ : Reg Lkt Pt Postal Ry [ 00717/2028 0300 AM, Caed Typs : Nomnal, SIGNED )
Type 2 diabetes melitus without complications (ICD-250.00) (ICD10-E11.9) " + Y AP 2
Type 2 diabetes melitus with other specified complication (ICD-265 8) (ICD10-E11.69) [] 6 Consards EF 615 6 Comsart 19 Troat 7.206 (208 (122N 07 T1 AH, Cand Tye : Hemal, SGNED) S
Allergic dermatitis of unspecified eye, unspecified eyelid (ICD-373 32) (ICD10-H01.118) ] 6 : RS Roferal TEEH35 coronlind. To : Prychintry . Raassen: Mo apport | 117172023 05:11 PM, Corf Typa : Bormal, SIGHED |
Type 2 diabetes melitus without complications (ICD-250.00) (ICD10-E11.8) [ G CorseriOriy s Ordy [ 11/21/2003 0511 PM, Cord Tyga - Homal SIGNED ) L
Type 2 diabetes melitus with other specified complication (ICD-265.8) (ICD10-E11.69)
Allergic dermatitis of unspecified eye, unspecified eyelid (ICD-373.32) (ICD10-H01.118)
Current Medications: 1 deswrrert srinctd
ENPRESSE-28 ORAL TABLET (LEVONORG-ETH ESTRAD TRIPHASIC) . Route: ORAL

Felect ot Cline e
For Help, press F1

If Adding orders to the message the selection can be done by check marking the orders needed.

sl Patient Orders — [m| *

Order Type Order Status
~ ~ sD

Date Range: [ 3/10/2026 | - [ 3/10/2028 ~
KIM TEST ( 663284-2826001 )
Select All || Clear All

—
[] 08/06/2026 : 3233424-1 : Fundus [ Test - In Process | -
[] 0B/05/2026 : 3238555-1 : Ankle 2 views L [ Test - Complete ]
[] 05/28/2023 : 2810400-7 : List of all medications or notation of no prescribed medications 1160F [ Service - Complete ]
] 28,2023 - 2810400-6 : PQRS Current Medications Documented [ Service - Complete ]
[] 065/23/2023 : 2310400-5 : Curent Medications Documented [ Service - Complete ] A
[ Send each selected order in separate file 0 orders selected

Select and Close Close

The selected documents and orders will then show in the documents/orders areas within the form.

Documents:| 55 : Ofc Visit Ophthalmoelegy Visit: ( 03/06/2026 02:03 PM, Conf Type : Mormal, SIGNED ) H

Orders: 03/05/2025 | 32385995-1 : Ankle 2 views L [ Test - Complete ] “
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The sender may elect to send the Chart Note & Attachments, Chart Note (only), or Attachments
(only).

Documents:| 55 Ofc Visit Ophthalmology Visit: ( 03/08/2028 02:02 PM, Conf Tvpe :

@ Chart Note & Attachments

" Chart Note (only)

Attachments (only)

" Chart Note (when no attachments) & Attachments

—

In addition, the user may choose to send the documents as either a “PDF” or “RTF” file.

=03 PM, Conf Type : Normal, SIGNED )

i@ PDF
T RTF

chments

Click "Send Message" to transmit the message to the patient’s portal. If the message is sent
successfully, a timestamp will be added in the box underneath the “Send Message” button.

| External Attachments |

s | st e rop

| Clear Message |

r
Send 5Status: Message zent successfulySent Docs (5870 55 Ophthalmology Visit .pdf

w

Staff members designated to manage incoming messages from patients can review patient replies in

the portal by logging in.

* O 0 |
» | 3 AlBookmark

# Home /

TEXAS TECH PHYSICIANS Dedicated o Excellence.

Commitied sWorld-Class Patient Care

B Schedule

& settings

# Options

@8 Administration >
X Bulletin Board

% Manage Users

@ Manage Forms.

© System Messages
B Reports

& Tasks

& My Profile

_——— OFEL PASO

EJ My Messages - Inbox (23)

Now you can "Send" and "Receive” messages

03/13/2024 03:25 PM

03/13/2024 02:54 PM

03/13/2024 01:31 PM

—right here at home. 47

U

New Message = @ Inbox 17) [ Drafts

From / To

dication Rx (Message for...
Psychiatry Clinic

Re: Re: request for documentation t.
Family Medicine - Kenworthy Clinic

Colonoscopy 3-11-24

Internal Medicine Clinic

£2 Direct Messages
@sent B Deleted

Open Delete Reply

Gpen Delete Reply

Open Delete Reply
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If a patient requests in writing that their PHI be sent unencrypted, TTUHSC El Paso will
inform the patient of the risks associated with doing so. However, if the patient insists,
TTUHSC El Paso will comply, and document the patient’s request in their record.

Knowledge of a violation or potential violation of this policy must be reported directly to the
Institutional Privacy Officer or the Fraud and Misconduct Hotline at (866) 294-9352 or
www.ethicspoint.com under Texas Tech University System.

Frequency of Review

This policy will be reviewed on each even-numbered (ENY) by the Institutional
Privacy Officer, and the HIPAA Privacy and Security Committee, but may be amended
or terminated at any time.

Questions regarding this policy may be addressed to the Institutional Privacy Officer or the
Institutional Compliance Officer.

Review Date: 3/3/2026
Revision Date: 12/8/2016, 11/19/2019, 1/25/2022, 3/19/2024, 3/17/2026
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